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COLLABORATION

57 Sessions + World of Solutions + Labs
« Artificial Intelligence

» Cisco Devices & Open Platform

CISCO LIVE & ISE

v
g « Webex Conftrol Hub Enhancement
N
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Al ANNOUNCEMENTS

Infroducing Industry-first Crystal clear Revolutionizing
the all new Real-time Media audio quality with video with
Webex Al Assistant Models (RMM) Webex Al Codec Super Resolution

NTS
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Real-time Media Models (RMM|)

Email
Messages
Transcripts
Documents

Translations

Text

Audio
Video
Reactions
Gestures
Voice tones

Inflections

NTS
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Al Assistant

Cisco Devices Webex Connect

NTS
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Al Assistant

‘I-IAJ WEBEX CONTACT CENTER
o . .
LLI « Conversation Summaries
Virtual t handoff
> bropped cals
el Agent summary & wrap-up
O « Suggested responses
O«
W g - Agent answers
O . -
» Real-fime transcription
N

TS « Agent burnout detection
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INNOVATION ACROSS THE PORTFOLIO

Al Assistant
Personalized meeting summaries

Al Assistant
Personalized message summaries

Room Kit EQX

Al Assistant
Real-time Translations in Events

" Al Assistant
Translate messages & adjust tone

Cinematic Meetings

" Al Assistant

Real-time Catch up on missed
part of meetings

Al Assistant
Meeting Chapters and Highlight Reels

Video super-resolution

Webex Al Codec

Get the most out of Webex with Al
Assistant for Control Hub

Campfire

" Al Assistant
HD Voice & PSTN Noise Removal

Network Insights with
Meraki Integration

" Al Assistant

Call summaries and transcripts

NTS
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CISCO COLLABORATION DEVICES

« Why Cisco Devices

e Cisco for MS TEAMS Rooms

CISCO LIVE & ISE

« Cisco & Apple

Z
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BRKCOL-2184

BRKCOL-2185
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https://www.ciscolive.com/on-demand/on-demand-library.html?zid=pp&search.event=1707169032930001EEu2&search.technology=scpsTechnology_collaboration&search=Devices
https://www.ciscolive.com/on-demand/on-demand-library.html?zid=pp&search.event=1707169032930001EEu2&search.technology=scpsTechnology_collaboration&search=Devices

BRKCOL-1176

CROSSVIEW MEETING ZONE
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: PRESENTER & AUDIENCE CAMPFIRE
O S
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OdN

NTS : :
*  Multiple cameras « Designed for any workspace

« Cinematic meetings « Changing AVolP technology
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https://www.ciscolive.com/on-demand/on-demand-library.html?zid=pp&search.event=1707169032930001EEu2&search.technology=scpsTechnology_collaboration&search=Devices

U] CONTROL HUB
s
od INTEGRATION &
LT SECURITY
>
- CAMERA
@) INTELLIGENCE
O § AUDIO
m .
- O INTELLIGENCE Android OS
O«
\re INTEROPERABILITY & RoomOS 11 J
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21:9 DISPLAY SUPPORT FOR MTR

CISCO LIVE & ISE
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APPLE & CISCO BETTER TOGETHER

Apple Vision Pro & Webex

CISCO LIVE & ISE

Apple & Cisco Integration

ITS Apple TV 4k & Webex

Z
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https://youtu.be/db1Z056c_5s
https://www.webex.com/solutions/integrations/apple.html
https://www.youtube.com/watch?v=0Q-ZgNnFcfw

BRKCOL-2662

. | webercomome N

Control and monitor your mixed Real-time and historic environmental, End-to-end troubleshooting, bulk
environment with a single view device and occupancy metrics config & automatic upgrades
Manage video endpoints and Carbon emission insights to keep Multi-tenant management, alerts &
peripheral on a single admin portal  track of energy footprint integration APIs

\_ %

NTS
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https://www.ciscolive.com/on-demand/on-demand-library.html?search.technology=scpsTechnology_collaboration&search.event=1707169032930001EEu2&search=Troubleshooting%20

RELAX,
NTS ETINT:
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ENTERPRISE NETWORKING
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AMSTERDAM 2024
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0= Felix Wech Arthur Spahnle
- felix.wech@nts.eu - arthur.spaehnle@nfts.eu
- Senior Architect (NTS Wien) - Senior Systems Engineer (NTS

Friedrichshafen)
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CATALYST 9000 SWITCHING FAMILIE BRKENS-2163
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» 9300LM ersetzt 3650 Mini
+ 9200CX als "neue” compact switch platform




CATALYST 9200CX BRKARC-2098
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CATALYST 9200CX BRKARC-2098
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CATALYST 9300LM(MINI) BRKARC-2098
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ASAC FIREWALL ON CAT9300 BRKENS-2163
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USE CASES FOR ASAC BRKENS-2163
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CATALYST CLOUD MONITORING & MGMT QBSEI;I}/]\ER]—S
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CATALYST CLOUD MONITORING & MGMT QBSEI;I}/]\ER]—S
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CATALYST CLOUD MONITORING & MGMT BRKMER-2562
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CATALYST 9300-M SKU’S BRKMER-1415
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CATALYST CLOUD MONITORING & MGMT BRKMER-2562
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CATALYST CLOUD MONITORING & MGMT BRKMER-1415
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SUSTAINABILITY - 9300X 90W POE BRKENS-2091
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SUSTAINABILITY = THROUGHPUT PER WATT BRKOPS-1958
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SUSTAINABILITY - EFFICIENCIES BRKOPS-1958
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BRKOPS-1958

SUSTAINABILITY — CATALYST CENTER DASHBOARDS
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BRKENS-2091

SUSTAINABILITY — CATALYST CENTER DASHBOARDS
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BRKENS-2091

SUSTAINABILITY — CISCO SPACES DASHBOARDS
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BRKEWN-2043

SUSTAINABILITY — WIFI
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BRKEWN-2043

SUSTAINABILITY — WIFI
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BRKEWN-3413

COMPLETE WI-FI 6E PORTFOLIO
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* Europa: WIfiéE ist ausgeschaltet




BRKEWN-3413

COMPLETE WI'FI 6E PORTFOLIO Nicht mdglich auf Meraki

Mode zu wechseln

NTS-Empfehlung
\_ J
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* Europa: WIfiéE ist ausgeschaltet

9164 ist der beste Allrounder, wenn 2,4 GHz noch im Einsatz ist ©




KEINE EXTERNEN ANTENNEN FUR 6 GHZ

C92120 + ANT2566D4M / 14 dBm / 12 m C9166D1/ 14 dBm / 12 m NTS



AI ENHANCED RRM* BRKEWN-3413

* Aktuell nur mit WLCs moglich die Uber das Catalyst Center konfiguriert werden NTS
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Al ENHANCED RRM

Vor Al RF Profile

Catalyst Center wird RF
Leader

RF Group Name wird ,,Open
RRM*

Andere WLCs, die Mitglied in
dieser WLCs RF-Gruppe als
Mitglied waren, werden
einen einen neuen RF-
Gruppenleiter zu und
verwenden weiterhin die
bestehenden
Konfigurationen

Nach Al RF Profile

BRKEWN-3413



Al ENHANCED RRM BRKEWN-3413
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Al ENHANCED RRM BRKEWN-3413

o
N
o
N
L
=
e
L
oz




MONITORING WLC MIT DEM MERAKI DASHBOARD

BRKEWN-2097
FOr wen macht dies Sinn¢
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MONITORING WLC MIT DEM MERAKI DASHBOARD

BRKEWN-2097
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MONITORING WLC MIT DEM MERAKI DASHBOARD

BRKEWN-2097
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MONITORING WLC MIT DEM MERAKI DASHBOARD

BRKEWN-2097
Lizenzen
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* Keine extra Kosten fir das Meraki Dashboard




MONITORING WLC MIT DEM MERAKI DASHBOARD

BRKEWN-2097
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MONITORING WLC MIT DEM MERAKI DASHBOARD
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MONITORING WLC MIT DEM MERAKI DASHBOARD

BRKEWN-2097

Ekahau Surveys kbnnen in das
Meraki Dashboard hochgeladen
werden
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THANK YOU!
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COMPUTE SIMPLIFIED

UCS Mini

Innovation rund um

- Compute, Netzwerk , Storage

- Management

- Unified-Fabric

- basierend auf Standard
UCS-Chassis, -Blades, PSU & Fans

UCS X-Direct

Evolution von UCS Mini

- Mehr Compute, Netzwerk , Storage
- Unified- & X-Fabric Fabric

- GPUs

- UCS-Manager oder Intersight

NTS



UCS X-DIRECT CONNECTIVITY

NTS



UCS X-SERIES & UCS X-DIRECT

NTS



AMD IN UCS

UCS C245 M8 Rack-Server UCS X215¢c M8 Modular-Server
bis zu 2 x 4h Gen AMD EPYC™ CPUs bis zu 2 x 4" Gen AMD EPYC™ CPUs
=2 maximal 256 Cores =2 maximal 256 Cores
24 DIMM Slots 24 DIMM Slots
=2 maximal 6 TB RAM =2 Mmaximal 6 TB RAM
PCle Genb PCle Genb

Cisco VICs & OCP 3.0 NICs Cisco VICs NTS



UCS MANAGEMENT

oder

UCSM voraussichtlich bis inklusive UCS M8... NTS



INTERSIGHT

...IS THE FUTURE

CONTROL

your

global
infrastructure from
< one place,
(ED

24x7x365 @
SEE

your global on-premises
and edge environments
in one dashboard

AUTOMATE

deployments,
configuration, workflows,
and day-0 fo day-N
fasks

NTS



INTERSIGHT LATEST NEWS
METRICS DASHBOARD

NTS



INTERSIGHT LATEST NEWS
METRICS EXPLORER

NTS



INTERSIGHT UPDATES

INTERSIGHT SAAS EMEA INTERSIGHT APPLIANCE CLUSTER

DATEN: bleiben in EU HOCHVERFUGBARKEIT: auf einer Site

GERINGERE LATENZ: kirzere Wege zur oder stretched

Infrastruktur & flUssigere User-Experience MULTISITE APPLIKATIONSREDUNDANZ

ZERTIFIZIERUNGEN: ISO, SOC2 Typ2, GAIA-X,
ENISA

NTS



HCI PORTFOLIO UPDATE

CISCO VSAN READY NODES CISCO COMPUTE
HYPERCONVERGED MIT NUTANIX

NTS



CISCO & NUTANIX
STRATEGIC PARTNERSHIP

NTS



Al INFRASTRUCTURE

NTS
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THE POWER OF NEXUS

NTS



HARDWARE HIGHLIGHTS

Nexus C9332D-GX2B

32-Port 400G 1 HE-Switch
400G ZR & ZR+ Support
6k Ingress & 3K egress TCAM

ACI Spine, ACI Leaf oder NX OS-Modus

Nexus C9332D-H2R

32-Port 400G 1 HE-Switch

8GB HBM Packet Buffer

14K shared TCAM

Line-rate MACsec auf allen Ports

aktuell nur fur NX-OS

NTS



NEXUS OPERATIONS
NEXUS DASHBOARD

LATEST NEWS

reduzierter Footprint (1-Node
Cluster), hohere Skalierbarkeit

Optimierte Lizenzierung und Ul

Nexus Dashboard Insights bei allen
NX-OS- oder ACI-Switches inkludiert

Vereinheitlichung fur Upgrade-,

Product- & Services-Zyklus

Optimiert & neues Look & Feel
ab Nexus Dashboard 3.1 NTS



NEXUS DASHBOARD
USE CASES & HIGHLIGHTS

£

Cisco Nexus® Dashboard

Provisioning < Controller ) < Orchestrator >

E% @ ﬁﬁ Infegrations ®

Initial . Custom
Automation ) .
setup configuration

Operations < Insights > Visibility Analytics @ Troubleshooting @ Compliance )

Access to Nexus Dashboard services/features is based on the Cisco Nexus 9000 NTS

Informationsklasse: Confidential



NEXUS DASHBOARD
ONBOARDING STANDALONE NX-OS-SITES

....... s s Gl f-\ ooty £ canptence
SSSSSSSSSSSS

ACI
ND 3.1 T
L e

5

—_——

ACI =

dddddddddd NDFC

NTS
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Nexus Dashboard
Services

Insights

Orchestrator

Controller

NEXUS DASHBOARD
NEW INSIGHTS LICENSING

Informationsklasse: Confidential



Nexus Dashboard

NEXUS DASHBOARD INSIGHTS

insights FEATURES & LICENSES
Capabilities Essentials Advantage PremieN
v— Hardware/software lifecycle & EoS @ @ @
conformance = Verlied scale |l e | o
= One fabric at a time @ @ @
Topology 83 Across fabrics ©) ©)
Anomalies + Switch/interface down + Sev-1 PSIRT & EoS © @) @)
Advisories & All anomalies and advisories ©) ©)
Software Upgrade d Basic upgrade checks & TAC Assist @) ©) ©)
Support3 3 Full upgrade analytics @)
Sustainability ! ©®?2
Bug Scan, CAM Analyzer @) @)
Analytics and Q Flow and Traffic ©)
Troubleshooting Connectivity and Explorer ©
Delta (pre/post) ©)
Compliance @

1 Fabric-Level Sustainability only 2 Integration with Panduit

3 Software Upgrade from Insights in roadmap, only Pre-Upgrade Analysis available on ND 3.0 and 3.1



END-TO-END APPROACH FOR THE Al-ERA

NTS



Al NETWORKS = NON-BLOCKING!

Netzwerk fur Anbindung des Systems an
Anwender/Internet

Host-Management

Optional auch Storage-Netz

Netzwerk fUr GPU Interconnect
GPU zu GPU-Kommunikation
RoCEv2 — verlustfreil
Non-blocking




BEST PRACTICES FOR Al NETWORKS

CISCO DATA CENTER NETWORKING INTELLIGENT BUFFER MANAGEMENT FUR
BLUEPRINT FUR Al/ML ANWENDUNGEN NEXUS 9000 SWITCHES

NTS



SECURITY REDELIVERY
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IDENTITY-FIRST APPROACH TO SECURITY

CISCO IDENTITY INTELLIGENCE

Informationsklasse: Public



... when you can simply login?

 Entdecken von vulnerablen
Authentication Accounts. L

» Erkennen von ungewdhnlichen
Mustern, basierend auf Verhaltens-
und Drittanbieter-Signalen.

Private Vorschau: Jetzt!
Begrenzte GA: Mai 2024

Cisco Duo

A Uberprifen und ungewohnliche oder
CCess riskante Verhaltensweisen

Cisco Secure Access blockieren.
Begrenzte GA: August 2024

z
v
O
<
L
S
L
=

) » Korrelieren von Signalen aus
Threat Detfection Endpoints, Netzwerken und E-Mails.
Cisco XDR » Detektieren und reagieren auf

mogliche Bedrohungen.
Begrenzte GA: Mai 2024

4
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2 e




NTS

CISCO Al ASSISTENT
FUR SECURITY
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Umfassende Integration von Al
INn die Cisco Security Cloud

Assist >_< -‘@’- Augmen’r>—< = Au’romo’re}—

—
Z
<
—
V)
N
V)
<
<

FUR SECURITY

4
@




. . * Al und natural Language
Al Assistant fOr processing vereinfachen die
Secure Access Verwaltung von Policies.

» Reduktion der Komplexitat

Secure Access + » Sichere Verwendung von
Generativen Al-Anwendungen
Secure Usage von Al durch Discovery, Block/Allow

FUR SECURITY

—
Z
<
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N
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<
<

» Fortschrittiche Detektoren und

. Markierungen
Secure Email + Al « Geschwindigkeit und Genavigkeit

der E-Mail-Bedrohungsabwehr zu
erhoht.




FUR SECURITY
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Al Assistant for
Firewall-Policy

Al-powered
Encrypted Visibility
Engine

Cloud-delivered Firewall-Management-
Center und

Cisco Defense Orchestrator

bieten natural language processing bei
der Erstellung von Firewall-Policies an

Analysiert den verschlisselten
Datenverkehr, um Malware zu
identifizieren.

FOr die Analyse werden Milliarden von
Samples, einschlieBlich Sandboxed-
Malware, verwendet.



CISCO SECURITY SUITS
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Verbesserung der
Effizenz und Wirtschaftlichkeit

@ User )—C@ Cloud >—< §~ Breach )—

(%)
=
—
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—
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—
O
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»,Nein, es sind keine Bundles*
Cisco (2024)
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User Profection

Cloud Protection

Breach Protection

Sicherer, nahtloser Zugriff auf jede App.
Jederzeit und auf jedem Gerat.

Schutzt Hybrid- und Multicloud-
Umgebungen mit End-to-End-Sicherheit
for Anwendungen, Workloads, Netzwerk
und Cloud-Umgebungen.

Ermoglichen es Sicherheitsteams, Ablaufe
zu vereinfachen und dadurch auch
schneller zu reagieren.



Cisco Security Cloud

Cisco Breach Protection

< Extended Detection & Response >—< Ransomware Recovery >

Cisco User Protection Cisco Cloud Protection

C 0

\ Workload Security J
Posture & Auth Management Endpoint Security

‘ ‘ \\ Application Security /
< Email Security >—< Experience Insights >
‘ ‘ < Vulnerability Management >—< Attack Surface Management >

< Remote Browser Isolation >—< Security Service Edge > L / \ J
Multicloud Defense

N J

A
v

Firewall Protection



Cisco Breach Protection

XDR Email Secure Secure Cisco MDR Talos IR Technical

Threat Defense  Endpoint Network Analytics Security Assessments
with Cisco Telemeftry Broker

Email Threat Secure Duo Secure
Defense Access Endpoint

Cisco Cloud Protection

Multicloud Secure Vulnerability Cloud Attack Surface

Defense Workload  Management  Application  Management
Security (SCI)
(Panoptica)

Essentials Advantage Premier
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Cisco XDR

Telemetrie von nativen und von

. . Outcomes
Drittanbieter Kontrollpunkten
Optimierte )
................................................................................... Untersuchungen,
""" VerkUrzung der Zeit von
XDR 2 der Erkennung bis zur
Endpoint . H Reaktion
P Open and risk-based | J
Network (Priorisierte Alerts, )
damit das SOC sich auf
= Email % % die "echten”
“ Bedrohungen
: . . . i k fri k
<Y Cloud : Analyfics &  Streamlined Automation & : \xenzenneren kann J
i correlation  investigation  response
@) S e — ~N
. e Automatisierte
@ |den1’|1‘y ................................................................................. & MaBnahmen, um
schnell proaktiv die
g& Firewall ... Threat Asset & user MITRE Bedrohung zu

intel context \_entschérfen )




Extended Detection and Response (XDR)




Telemetry and enrichment

Cisco XDR

Data
Sources

Alerts, raw telemetry, and logs are stored
in the XDR data warehouse
for analytics and incident creation

Events and intelligence are fetched

from integrated products and added to

incidents and investigations

PN AN N AN AN
5 & 5 E 5 0 5 g g E 2
= o
el 2] = el £] 2 el 2] 3 el £ = ° £ gl £
< ] © < ] < ] o < ] ] < < ]
=] - 2 =} - S = - [ =} = o = =} =} -
= < 2 = <C < = < 2 = g S 8 S =<
c — c c c - [} c c
w iT w =z w w (@) (=) i i
Microsoft
Defender
For Endpoint
splunk>
. Endpoint + . )
Firewall P . SNA Email Public Cloud and others...
Secure Client
Flows via ONA and others...
or CTB

and others...




+ Automatisierte Zuordnung von Tactics, Techniques, and Procedures (TTPs).

* Rasches Identifizieren von potenziellen Anzeichen einer Kompromittierung,
basierend auf bekannten Verhaltensweisen von Angreifern.

L)

=
=

ATT@QCK MAPPING

XDR




MULTICLOUD DEFENSE
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Cisco Multicloud Defense

Asset Discovery & Visibility

Cloud-native design; built-in automation

and orchestration

Egress Ingress

i . Segmentation
Security Security

Unified security controls across clouds
managed in one place

«—— Simplified, automated protection across all environments _—
Replace multiple redundant tools;
protect faster, train less

/s afran]

Azure = cisco

Customer datacenter




Complete visibility
across clouds

Quickly onboard new cloud accounts
with automation

View all cloud assets and accounts in
one place

Confidently place security
controls where needed

Cloud Accounts

Account Resources




Cisco Multicloud Defense is the multicloud network
security platform

Cigp> ™

Policy Centralized
100% Automated That Adapts Across Clouds

Consolidated security for cloud .
networks to consistently connect - AAzure ‘ Dowgecmd
and protect workloads and data AN SN S

e TN I D
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SECURE ACCESS
CISCO SASE SOLUTION
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Architecture Overview

Breakout (unmonitored internet and trusted Saa$S)

<4—>» Internet Traffic
<4—>» Private Traffic

:O Secure Tunnel

Managed
Endpoint

Client based
Access =

————

>

(©) .
\Z/]
Unmanaged —(:(‘)—’
:( |Psec “ 1<
oono "
Q ooo
On Premise,
Users, Devices
& Things
Users

|

J-

(_ Cisco Secure Access ————

A )
[ —1]
- = rf\\,t
[-—1
@ DNS SWG DLP CASB NAT
------------------------- I
Auth ’ A
i
i
@ E—P
i
MFA Device Posture E L3/4/7
Support and Health ! Services Router Firewall
H w/ IPS
N e e e e e e Il
Optional

—C

Secure Access PoPs

Resource
connector or
Backhaul VPN

 S—

—/

i
+

Internet/Saa$S

Private
Applications

Public/Private
Cloud

DC/Colo/
Branch

How

AppS =



User protection

« Powered by Cisco ThousandEyes

« Beispiel: Konnektivitatsprobleme schneller aufdecken.
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EXPERIENCE
INSIGHTS

Dashboard visual is for illustrative purposes only
Quelle: 2024 Cisco, Cisco Public
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