
Informationsklasse: Public



Informationsklasse: Public

{ 
"firstName": "Stefan",
"lastName": "Ronge",
"jobDescription": "Senior Systems Engineer",
"motivation": "Relax, we care",
"loves": ["Enterprise LAN", "DevNet", "AIOPS"],
"age": "33",
"team": "NTS Deutschland -> Team Bayern",

}
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---
person:
firstName: Daniel
lastName: Kofler
age: 38

job:
jobDescription: "Systems Engineer"
motivation: "Make IT infrastructure visible"

other:
loves:

- Splunk
- Wireless
- Linux
- Containers
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AGENDA

AIOps – Was ist das?
Lab & Use Cases

Demo Time
Q&A



AIOPS – WAS IST DAS?
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DAY 2 OPS CHALLENGES
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Difficulty with replication

Time-consuming 
data collection

Slow resolutions
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MOVE TOWARDS AUTOMATED FAULT MANAGEMENT
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What if you could speed your reaction time…

To before it 
even happens?From hours To minutes

Predictive
internet
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AIOPs
Machine Learning

Big Data
Platform

Events,
metrics traces, 
topology

Incidents, 
dependencies
and changes

Real-time and
historical data 

Historical analysis

Anomaly detection

Performance analysis

Correlation and 
contextualization

Task automation

Change risk analysis

SD agent performance 
analysis

Knowledge management

Scripts

Run books

ARA

WHAT IS AIOPS?
A NEW CATEGORY OF IT OPERATION TOOLS
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WHAT IS AIOPS?
A NEW CATEGORY OF IT OPERATION TOOLS
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Incident management process Humans AIOps
Analyze millions of events Hours Secs

Correlate millions of events Hours Secs

Anomaly detection Hours Secs

Detect repeat anomalies Hours Secs

Create/update tickets Mins Secs

Troubleshoot tens of incidents Mins Assist

Determine root cause(s) Mins Assist

Restore Mins Secs

Learn from failure Mins Secs

Let humans 
do more of this

Let algorithms 
do more of this
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THE BUILDING BLOCKS

* Drive 
preference

Cisco Cloud control points

Cisco private cloud/
on prem control points

push/pull 
APIs*

3rd party XaaS platforms

syslog, snmp
proprietary, 

push/pull REST APIs

Legacy Cisco and 3rd

party network

Edge 
processing

Colocation

AIOps

push/pull 
APIs*

ITSM

NOC
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REAL LIFE INSIGHTS
AIOps

ITSM

vManage

Remote 
worker

Campus

Service 
disruption 
or slowness

Public internet

Data center
Umbrella

Is it an ISP 
issue?

Is it an 
SDWAN issue ?

Is it a Webex/ 
SaaS issue?

Is it an
application 

issue?

Is it a company 
network issue?

Is it a Data 
Center issue?

Local 
environment 

issue?
Is it a security 

issue?



LAB & USE CASES
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DEMO LAB SETUP
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ADC

ADC

HTTP

HTTP

HTTP

H
TT

P

Cisco vManage

Cisco Webex
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ADC

Incoming Alert

Get Alert Details

Create Alert Snapshot
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USE CASE 1 - BROWNOUT



DEMO TIME
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USE CASE 2 - BLACKOUT



DEMO TIME
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Q&A
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END

Informationsklasse: Public



Informationsklasse: Public


